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CODE-LEVEL SECURITY ANALYSIS crypto protocels

Model Source code

int foo(int x, int y) {
int k= x;
int c=y;
while (c>0) do {
k++;
c-;}
return k;

}

x>0 /x:=x-1

Assembly

Executable

start:
- ABFFF780BD70696CA101001BDE45

load A 100 145634789234ABFFE678ABDCF456

add B A 5A2B4C6D009F5F5D1E0835715697
cnpBO 145FEDBCADACBDAD459700346901
jle label 3456KAHA305G67H345BFFADECAD3
00113456735FFD451E13AB080DAD
344252FFAADBDA457345FD780001
FFF22546ADDAE989776600000000

label:
move @100 B

BINSTITUT =
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list WHY ON BINARY CODE?

Ceatech

| No source code | | Post-compilation | Malware comprehension

\
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list EXAMPLE: COMPILER BUG (?) _ , ,
ceatecn Security bug introduced by a non-buggy compiler

void getPassword(void) {
char pwd [64];

SOUECE Compiler || Executable if (GetPassword(pwd,sizeof (pwd))) {
Code :
) A /* checkpassword */
| }
nemset (pwd, 0, sizeof (pwd));
}

1 Optimizing compilers may remove dead code

OpenSSH CVE-2016-0777
B pwd never accessed after memset

1 Thus can be safely removed
* Secure source code
1 And allows the password to stay longer in memory * insecure executable
>
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BINARY-LEVEL CODE ANALYSIS HAS MANY ADVANTAGES, BUT ...

9 ad d9”
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: * Focus on code-level security
!'Q!SCE INANUTSHELL  Implementation flaws / attacks

« This talk: our experience on adapting source-level safety analysis
to the case of binary-level security [S&P 17, CAV 18, S&P 20, NDSS 21, CAV 21, etc.]

« Challenge: how to move from safety-oriented code analysis to security-
oriented code analysis

* Question: how does code-level security differ from code-level safety?

.
universite
PARIS-SACLAY
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BINSEC: brings formal methods to binary-level security analysis (&8s

Break Prove Protect

x86

ABFFFTEOBDTOGSGCALOI001BDESAS
1456347892 34ABFFEGTEABDCFA5E
SAZBACEDO0OFSFSD1EORISTISEIT
145FEDBCADACBDADISITO0I4690]1
23456KAHAZOSGETHIASBFFADECADS 1 1
001134567 35FFD451E13AB0R0DAD Statl C ana Iys IS
344252FFAADBDAAST345FDTI000L
FFF22546ADDAESBST TEE00000000

= Explore many input at once

= Advanced reverse

= Find bugs ARM
» Prove security 1456347892 14ABFFESTBABDCFASS = Vulnerability analysis

SAZBACEDODIFSFSD1EQEISF1LS69 T
145FEDBCADACEDADASITO0346901

] Multi-architecture support 3456KAHA3NSGETH3IASBFFADECADS - Binary_level security pr00fs

00113456735FFDA5S1EL13ABOEODAD
344252 FFAADBRAASTIAGFDTEOOOL
FFF22546A0DAE989T 76600000000

= X86, ARM, RISC-V = Low-level mixt code (C + asm)

ABFFFTE0BDTO696CATIOIO01BDELS
145634789234 ABFFEGTEABDCFA5G H H
SAZBACEDOOSFSFED1EOEISTISEOT Symbnllc EXECUtIun
145FEDBCADACEDADASITO0346301
J45E6KAHAINSGETHI4SBEFFADECAD
00113456735FFDASLEL3ABOBODAD
344352FFAADBDAAS T 3A5FDTBOD0L
FFF22546ADDAESEATTEGOODDODNN

VMProtect

Source 5 .
i Compiler |! Executable
=

COTS \hy g longey 1 | B NSTITUT .
CARNOT NUTVTET
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A TOOL OF CHOICE: SYMBOLIC EXECUTION (Godefroid 2005)

[variants, optimizations] 0=
PC:=T
int main () { :
int x = input(); . : %HPEEE;
int y = input(); i = ;nﬁuy
int z = 2 * y;
if (z == x) {
- if (x >y + 10) o = {x = X0, 7 = Y0.2 = 20}
failure; -
} (z = x)
4 } success; \PC:=T A 2y0 = X
( ]
\_ PC:=T A2y # X

Given a path of a program
« Compute its « path predicate » f
 Solution of f & input following the path

« Solve it with powerful existing solvers



OUTLINE

* Prologue: alittle bit of formal methods for safety

* Binary-level security analysis: benefits & challenges

« The BINSEC platform

 From source-level safety to binary-level security: some examples

e Conclusion
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ABOUT FORMAL METHODS AND CODE ANALYSIS

m Between Software Engineering and Theoretical Computer Science

m Goal = proves correctness in a mathematical way

« Reason about the
meaning of programs
Key concepts : M = ¢

M : semantic of the program
@ . property to be checked
= : algorithmic check

« Reason about infinite

« Typical ingredients: sets of behaviours

transition  systems,
automata, logic, ...

Success in (regulated) safety-critical domains

' BINSTITUT
CARNOT

.
universite
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OUTLINE

* Prologue: alittle bit of formal methods for safety

* Binary-level security analysis: benefits & challenges

« The BINSEC platform

 From source-level safety to binary-level security: some examples

e Conclusion
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Model

x>0 /x :=x-1

Assembly

_start:
load A 100
add B A
cmp B O
jle l[abel

label:
move @100 B

Sébastien Bardin - Séminaire SoSySec,

NOW: MOVING TO BINARY-LEVEL SECURITY ANALYSIS

Source code

int foo(int x, int y) {

int k= x;

int c=y;

while (c>0) do {
k++;
c--;}

return k;

}

Executable

ABFFF780BD70696CA101001BDE45
145634789234ABFFE678ABDCF456
5A2B4C6D009F5F5D1E0835715697
145FEDBCADACBDADA459700346901
3456KAHA305G67H345BFFADECAD3
00113456735FFD451E13AB080DAD
344252FFAADBDA457345FD780001
FFF22546ADDAE989776600000000

B INSTITUT
CARNOT
2021 |12 "
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Model

x>0/ x :=x-1

Assembly

_start:
load A 100
add B A
cmp B O
jle label

label:
move @100 B

Source code

int foo(int x, int y) {
int k= x;
int c=y;
while (c>0) do {
k++;
C=tif
return k;

}

Executable

ABFFF780BD70696CA101001BDE45
145634789234ABFFE678ABDCF456
5A2B4C6D009F5F5D1E0835715697
145FEDBCADACBDAD459700346901
3456KAHA305G67H345BFFADECAD3
00113456735FFD451E13AB080DAD
344252FFAADBDA457345FD780001
FFF22546ADDAE989776600000000

NOW: MOVING TO BINARY-LEVEL SECURITY ANALYSIS

Sébastien Bardin - Séminaire SoSySec, 2021 |13
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OUTLINE

* Prologue: alittle bit of formal methods for safety

* Binary-level security analysis: benefits & challenges

« (Going down to binary
* Adversarial setting
* « True security » properties

« The BINSEC platform
 From source-level safety to binary-level security: some examples

e Conclusion
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CHALLENGE: BINARY CODE LACKS STRUCTURE

lir zn 20

' -INSTITUT

.
universite
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DISASSEMBLY IS ALREADY TRICKY! |* code —data ??

dynamic jumps (jmp eax)

Sections

text

fini
.rodata

.eh_frame_hdr

Code Assembly
(Functions) — L]
| ] II ]
ma‘ln ................ - | | |
[-]
unknown (-]
[-]
_libc_csu_init < E—
unknown - [ rep retn
_libc_csu fini ¢ ~
push ebx
_term_proc -------- — sub esp, 8
_fp_hw, _10_stdin_used Eiﬁleﬁit‘ﬁiiﬂ
”vall'?fbd\jf' add esp. 8
switch jump table pop ebx
retn

m code m dead bytes m global csts m strings m pointers m other

Sébastien Bardin - Séminaire SoSySec, 2021 | 16
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DISASSEMBLY IS ALREADY TRICKY! |* code —data ??
« dynamic jumps (jmp eax)

text

Sections Code Assembly
(Functions) — z
|
[ | [ | |
Mmain e — | | |
[-]
unknown (]
[-]
__libc_csu _init - E_
unknown o [rep retn
__libc_csu_fini -

fini
.rodata

__term_p

B ek ° Recovering the CFG is already a

“val%d\n” challenge!
[PI 1B 93 3B 78 P0 00 PO 04 PO 00 00 54 FD FF| SWilchjump

.eh_frame_hdr
m code m dead bytes m global csts m strings m pointers m other

' IINSTITUT

.
umver5|te
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BINARY-LEVEL ANALYSIS

 Low-level control (CFG?)

 Low-level data & memory

Machine codes are complex

Sébastien Bardin - Séminaire SoSySec, 2021 | 18

Model

Source code

x>0 /x:=x1

int foo(int x, inty) {

int k= x;
intc=y;
while (c>0) do {
K++;
-}
return k;
}
Assembly Executable
SIEI ABFFF780BD70696CA101001BDE45
load A 100 145634789234ABFFE678ABDCF456
add B A 5A2B4C6D009F5F5D1E0835715697
cmpB 0 145FEDBCADACBDADA459700346901
jle label 3456KAHA305G67H345BFFADECAD3
00113456735FFD451E13AB080DAD
344252FFAADBDA457345FD780001
label: FFF22546ADDAE989776600000000
move @100 B

BINSTITUT

-
CARNOT NI
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BINARY-LEVEL ANALYSIS

 Low-level control (CFG?)

 Low-level data & memory

Source code

int foo(int x, inty) {
int k= x;
intc=y;
while (c>0) do {
k++;
=}
return k;

}

Assembly

Executable

_start:

load A 100
add B A
cmp B 0
jle label

label:
move @100 B

ABFFF780BD70696CA101001BDE45
145634789234ABFFE678ABDCF456
5A2B4C6D009F5F5D1E0835715697
145FEDBCADACBDAD459700346901
3456KAHA305G67H345BFFADECAD3
00113456735FFD451E13AB080DAD
344252FFAADBDA457345FD780001

FFF22546ADDAE289776600000000

Machine codes are complex \
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BINARY CODE SEMANTIC LACKS STRUCTURE

syntactic
flat me I'I"IDr}' ABFFF780BD70696CA1010018DE45 CFG VA
145634789234ABFFE678ABDCF455

5AZB4CED009FSFSDIE0835715697 | FERCOVEry
145FEDBCADACEDADAS700346901

JA56KAHAIOSGE TH IS BFFADECAD3
stac k 00113456735FFD451E13AB0B0DAD
stac 344252FFAADBDAYS345FD780001

FFF22546ADDAES89 776600000000 jump A
mallocl m
malloc2 heap \J

global global

if (ax > bx) X = -1;
else X = 1;

OF := ((ax{31,31}#bx{31,31}) &

Problems
o Jump eax o (ax-bx()a);{%l;.’ii}qt(ax—bx){Si,Si}));
° Untyped memory ZF := (ax-bx) = 0;

if (= ZF A (OF = SF)) goto 11
. . X =1

 Bit-level resoning goto 12

11: X :=-1

12:

\_ o université
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BINARY CODE SEMANTIC LACKS STRUCTURE

~ R
if (ax > bx) X = -1;
else X = 1;
. J
N
OF := ((ax{31,31}#bx{31,31}) &
(ax{31,31}#(ax-bx){31,31}));
SF := (ax-bx) < 0;
ZF := (ax-bx) = 0;
if (- ZF A (OF = SF)) goto 11
X:=1
goto 12
11: X :=-1
12:
\ J
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OUTLINE

« Context: alittle bit of formal methods for safety

* Binary-level security analysis: benefits & challenges

« (Going down to binary
* Adversarial setting
* « True security » properties

« The BINSEC platform
 From source-level safety to binary-level security: some examples

e Conclusion
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LL
Q
Z
LL
—
—
<
I
O

Attacker is evil

Nature is not nice
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ATTACKER in Standard Program Analysis

 We are reasoning worst case: seems very powerful!

]
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ATTACKER in Standard Program Analysis )1

 We are reasoning worst case: seems very powerful!

« Still, our current attacker plays the rules: respects the program interface
« Can craft very smart input, but only through expected input sources

n
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38 ATTACKER in Standard Program Analysis

Ceatech

« We are reasoning worst case: seems very powerful!

« Still, our attacker plays the rules: respects the program interface
« Can craft very smart input, but only through expected input sources

 What about someone who do not play the rules?

 Side channel attacks
 Micro-architectural attacks

.
universite
RIS-SACLAY

Sébastien Bardin - Séminaire SoSySec, 2021 | 26 TN@UPSaclay | *A
B U




Decrypt

ADVERSARIAL BINARY CODE

Decrypt

D050 83F lea
QONO60N5 1ea
00L04 048 mou
0OR06BNC MOy
00506650 dec

0006051 ll

ecx, dword &3315%

edi, [edirn)

[esp-18hearg 14), esi

esi, [esp-18hearg 20]

o5
loc_hoFn72

payloa%
00406018 arg 14~ dword ptr  18n

90400010 arg 20~ dword ptr 2an
S0nes 10
00R86018 ; FUNCTION CHUNK AT SOADSFAZ SIZE 08080018 BYT
(OMGSO1B ; FUMCTION CHUNK AT AOAMAZZ S125 G80SHBEZ BV
OOLOFAT2 | CIART OF FUNCTION CHUME FOK sub 50601B] |eonesets mov dword_N33100, eax
oouera72 00406628 Moy eax, duord_kI3e8C
DOLUFAT2 lac AOFNT2: 5 LphoduleNane 88406825 mov eax, [ecxeeax]
OOUEFA72 push duword ptr [ecx-0Lan] 00406828 Lnc esi
BONEFATS call gs:Getooul enandlev 90n06029 add ebx, eax
OOLEFATE mav ecx, eax 00006428 mov [eexendx], obx
P0UErans mov cax, [ecx+3Ch)
BBLEFARS ade rax, ecx
OANOFARS maw ade. FoaysRONY

eg: 7y? -1 # x2

(for any value of x, y in modular

arithmetic)

l

mov eax, ds:X
mov ecx, ds:Y
imul ecx, ecx
imul ecx, 7

sub ecx, 1

imul eax, eax
cmp ecx, eax

jz <dead_addr>

self-modification
encryption
virtualization

code overlapping
opaque predicates
callstack tampering

- R

80483d1

L.

80483de

call +5

Ox401045 call ReadFile
Px40104b xor ecx, ecx

bunny_slope@flare-on.con

Oxd0104d mov al, input_buffer[ecx]

0x401053 xor al, Qx7d
0x401055 cmp al, data_str(ecx]
0x40105b jnz 0x40107h

f=1

0x40105d inc ecx
0x40105¢ cmp ecx, Ox18
0x401061 31 0x40104d

1

Sec: < Ox18

Obsidium
JD Pack
WinUpdck

Armadillo

Packman

EP Protector
ACProtect k

TELock SV
Yoda S Crypter

Neodlite

UPXMoleBox

Crypter R:da 's Protector

ASPack

Petite =~
nPackPE S

Setisoft g Themlda

RLPack

MysticVMProtect

ox40107b ...

You are failure

0x401063 ...
ecx = Ox1§

)

You are success

Sébastien Bardin - Séminaire SoSySec, 2021 |27
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OUTLINE

« Context: alittle bit of formal methods for safety

* Binary-level security analysis: benefits & challenges

« (Going down to binary
* Adversarial setting
« True security properties

« The BINSEC platform
 From source-level safety to binary-level security: some examples

e Conclusion
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EXAMPLE: TIMING ATTACKS

[ ] [ pairs ]

Secret

Sébastien Bardin - Séminaire SoSySec, 2021 |29




EXAMPLE: TIMING ATTACKS [

[ ] [ pairs ]

Secret
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OUTLINE

« Context: alittle bit of formal methods for safety

* Binary-level security analysis: benefits & challenges

 The BINSEC platform

 From source-level safety to binary-level security: some examples

e Conclusion
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BINSEC: brings formal methods to binary-level security analysis (&8s

Break Prove Protect

x86

ABFFFTEOBDTOGSGCALOI001BDESAS
1456347892 34ABFFEGTEABDCFA5E
SAZBACEDO0OFSFSD1EORISTISEIT
145FEDBCADACBDADISITO0I4690]1
23456KAHAZOSGETHIASBFFADECADS 1 1
001134567 35FFD451E13AB0R0DAD Statl C ana Iys IS
344252FFAADBDAAST345FDTI000L
FFF22546ADDAESBST TEE00000000

= Explore many input at once

= Advanced reverse

= Find bugs ARM
» Prove security 1456347892 14ABFFESTBABDCFASS = Vulnerability analysis

SAZBACEDODIFSFSD1EQEISF1LS69 T
145FEDBCADACEDADASITO0346901

] Multi-architecture support 3456KAHA3NSGETH3IASBFFADECADS - Binary_level security pr00fs

00113456735FFDA5S1EL13ABOEODAD
344252 FFAADBRAASTIAGFDTEOOOL
FFF22546A0DAE989T 76600000000

= X86, ARM, RISC-V = Low-level mixt code (C + asm)

ABFFFTE0BDTO696CATIOIO01BDELS
145634789234 ABFFEGTEABDCFA5G H H
SAZBACEDOOSFSFED1EOEISTISEOT Symbnllc EXECUtIun
145FEDBCADACEDADASITO0346301
J45E6KAHAINSGETHI4SBEFFADECAD
00113456735FFDASLEL3ABOBODAD
344352FFAADBDAAS T 3A5FDTBOD0L
FFF22546ADDAESEATTEGOODDODNN

VMProtect

Source 5 .
i Compiler |! Executable
=

COTS \hy g longey 1 | B NSTITUT .
CARNOT NUTVTET
| 32 . TN@UPSaclay]] PAR'S-SACLAY




Key 1: INTERMEDIATE REPRESENTATION [CAV*11]

Multi-architecture

Binsec intermediate representation < e o= e
inst := 1v<4 e|goto e | if e then goto e
o s ORI, B goto addr, goto expr
= i ? . .
e := cst|lv|unope|binopee|e?e: e m ite(cond)? goto addr
uop := | — | uexty | sext, | extract;
binop := arith|bitwise | cmp | concat
arith  := 4| —| X |udiv | urem | sdiv | srem
bitwise := A|V|@ |shl|shr|sar
amp = =|F|>u| <l >s|<s « Concise

 Well-defined

 Clear, side-effect free
x86-32bit — ARMv7

Sébastien Bardin - Séminaire SoSySec, 2021 | 33




INTERMEDIATE REPRESENTATION

VEGEN | Oyege | MM | 5B Diplacement | bvmedtate ¢ ConCISe
B S W Wi B BT » Well-defined
LN  Clear, side-effect free

Reegy
Hod opeoe | M Scdle | Indes | Base

81 c3 57 1d 00 00 | “*"Z*"* [ ADD EBX 1d57|

(0x29e ,0) tmp := EBX + 7511;

(0x29e ,1) OF := (EBX{31,31}=7511{31,31}) && (EBX{31,31}<>tmp{31,31});
(0x29 ,2) SF := tmp{31,31};

(0x29e ,3) ZF := (tmp = 0);

(0x28e ,4) AF := ((extu (EBX{0,7}) 9) + (extu 7511{0,7} 9)){8,8};
(0x29% ,6) CF := ((extu EBX 33) 4+ (extu 7511 33)){32,32};

(0x29e ,7) EBX := tmp; goto (0x2a4,0)

Sébastien Bardin - Séminaire SoSySec, 2021 | 34 e
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Key 2: SYMBOLIC EXECUTION (Godefroid 2005)

[variants, optimizations] 0=
PC:=T
int main () { -

int x = input(); . : %HPEEE;

int y = input(); i = ;nﬁuy

int z = 2 * y;

if (z == x) {
- if (x >y + 10) o = {x = X0, 7 = Y0.2 = 20}

failure; _

} (z=x)
\ } success; \'PCFT A 2yp = Xp
r ] ’ /—¥—
G

PC:=T A2y # X

Given a path of a program
« Compute its « path predicate » f
 Solution of f & input following the path

« Solve it with powerful existing solvers



PATH PREDICATE COMPUTATION & SOLVING

‘o:=£’5
PC:=T
Loc | Instruction 7 - im0
[l z=2%y
nput(y.2)
o= {x =X, =+ V0.2 =+ o}
W — y—|—1 0 0 (i

X = W + 3 6>\PC:=TA2yD:XQ
if (x < 2 *z) (branche True) /

if (x < z) (branche False) PCT A2 4120

IetVV1§YU+1in r\

IetX2§VV1+3in
X2<2><Z()/\XQEZO

AWM= O

PC:=T A2p=x A xg > yo + 10

Blackbox
solvers

PC:=TA2pp=xpAXo <yp+10

NV

SMT Solver

Sébastien Bardin - Séminaire SoSySec, 2021 | 36




ALSO: STATIC SEMANTIC ANALYSIS
(harder, doable on some classes of programs)

ABFFFTBOBDT0636CA101001BDESS
145634789234 ABFFEGTBABDCF456
SAIBACEDO0SFSFEDIEDE35715697
145FEDBCADACBDADA53700346901
3456KAHA305GETHI45BFFADECAD3
00113456735FFD451E]13AB0BODAD
J44252FFAADBDAASTIA5FDTR0001
FFF22546ADDAEIEST 76600000000

syntactic
CFG VA
recovery

m notion of abstract domain
1. T,u, M, C, eval*®

B more

. intervals, polyhedra, etc.

m fixpoint until stabilization

or less precise domains

Reason about all paths
* Prove things

ol
BINSTITUT =
, . . L, .. CARNOT NV
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OUTLINE

* Prologue: alittle bit of formal methods for safety

* Binary-level security analysis: benefits & challenges

« The BINSEC platform

 From source-level safety to binary-level security: some examples

e Conclusion
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Case 1: Vulnerability finding with symbolic execution
F (Godefroid et al., Cadar et al., Sen et al.)

'P.C:=-|_

x = input()
y = input()
zZ=2x*y

» Intensive path exploration
» Target critical bugs

o = {x X0,y = Y0.2— 2)}

PC:=T A2y # X0

PC:=T A2y =xg Axg >y + 10

PC:=T A2yg=xpAx0 < yo+ 10

Challenge = path
explosion
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Case 1: Vulnerability finding with symbolic execution
. (Heelan, Brumley et al.)

og:=g
PC:=T

x = input()
y = input()
zZ=2x*y

» Intensive path exploration
» Target critical bugs
/ Pe:=T A2 = » Directly create simple exploits

o = {x X0,y = Y0.2— 2)}

PC:=T A2y # X0

PC:=T A2y =xg Axg >y + 10

PC:=T A2yg=xpAx0 < yo+ 10

Challenge = path
explosion
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Case 1. What about hard-to-find bugs
[SSPREW’16](with Josselin Feist et al.)

4BOE 8BA8 S5dc3 5580 e5C7 pplz @e0p ©EbE 4BOE GOPE Sdc3 558
gﬂgﬂ g::g ;ggg gggg 220 0O0E BOBE 4508 008

= i bFBe @821 GBGO BBb
e5c7 @548 bfee €822 Entry point 9 e5CT G540 bfGe 062
5dc3
BaEE
Bbad
[BCE
GELTE]
c645
4BLF
foae
frag
BEEE
FrE1
foa@
alEe
c645

fo 7o Very hard to find

feap
o1

cors ((ree Jomypoeiaens e Sequence of events

nanE

fadd :

DSE gets lost
frae

LeR:1ele]
645
fean
fochi
fedd
aeEan
CEAS
sdc3
1ERE G008
3008 Co0bE
afFe GEZL
25C7 B548
sdc3
3668
@
IBcE 45T
1008 G0c?
=645
18F Gedl
Fcag
Feae 7415 &07d fhoe 7407 poae BERA BE7d free 7415 887d Fha
1500 G068 ~GHE 0108 B0eY cyas 4Bhf OeEE OEEE G000 =5HE BLE)

Find a needle in the heap!

BINSTITUT ~
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4E2B
BanE
b Fide
[ 1ar )
5dc3
BanE
B biad
eeceE
panR
chb4akt
ABbF
foae
fcae
BEAE
frai
froa
a1ee
chads
femn
foag
feap
01E6
CE45
48T
oann
famd
4EbLT
fram
0Be0
cB45
fean
Fehi
fedm
Q626
cE45
5dc3
1EEE
1888
afFe
253CT
sdc3
1888
Fbi@a
8CE
= 1o]
-b4%
18F
Fcae
Frae
ALEE

7582

7506

B548
45f9
Boed
foma
Ged B
750a
7415
BoBa

a1EE

Case 1. What about hard-to-find bugs
[SSPREW’16](with Josselin Feist et al.)

e5CT pE12 BAA8 AELE

Entry point

=¥ E]
<0

4B0B
Bage
bfde

=10b
PECE
deal
[= =0
a3a0
cTas
a87d
=5HE

-

U

‘\\

J

LA
aaae
bfae
esc’T
5dc3
oeae
BhAad
BEcE
oeaa
cEe45
480 F
fcea

Binary—

Static analysis

GUEB

Dynamic symbolic execution
Weighted

slice BINSEC

UaF detection

Slice extraction

Fomf
[ET={s 1]
fral
fcaa
8188
CE45
fed
fogh
—»PoC
Laa

UaF validation

645
i Py
{ BEea
i 4BbF
Ffae

clololo]

643
Fedn
Foiaa
Fend
BGAH
cBG35
S5dc3
1E08
ELEEE]
afae
=1
sdc3
e fe B ]
Bbag
W=k
D08
CB45
1507
Foag
Feon
AGEE

[LREfERLC)
Boba
BEZ21
B548@
3589
aldag
B5a8
45F9
BB
foae
Bedd
T5@a
7415
REREl s
chah
Tl
gheg
Sae
758
754
740

Hoc§
4508
BRRAR
bfae
2583
bfie=
e=1dh
BEcE
dFal
cE45
8323

D7 d
[l b
faan
cyas
S0
515
cTas
cTas
725

free

91

E1sle]

cE4

o ad
Be@d
T4af
foes
foaa
Tila
T50@a
TERE
ERELEE)
faa1
5588
aoaa
ERER 1)
BEZ21
B54@
5589
ald@
B5a8
45F9
BBed
foaa
ge@d
T58a
7415
ER ele]

feam
o7
cTa5
==lolo}
c&45
=705
cTas
ga7d
ehdb
CE35
=5c7
S5dc3
4588
elelolo]
bfge
a583
bf o=
=10k
BEcE
dsal
€615
@389
cTas5
Be7d
=988

S5EY
Bana
BBhA
BBZZ
ecld
nge3
o
45Fa
ki
fal

48bf
fhoa
B1ed
chas

CLLLE
fao3
A&bf
4Eb
48k f
o608

[SRE]E7

T4
eepg
46bf
aans
fans
48bf
4Bbf
ffoa
ehaq
fanz
a54a
5589
noog
BBhA
BEZZ
ecld
oaBE3
DEff
45fa
UL Ele]
fagl
enea
dEbT
fhoa
pLog

fﬁcr GE12 BAGH BObE 4ABHE A06E S5dc3 558

Entry point

826 D209 e0bA 4500
A8 bfge BEZ1 BEGE
589 esc? 9548 bfoe

Crey

feez

oEbE
48bF

4288
=08

BAcE

b
c545
T3ba
418
el ]
453

naan
fanz
Ba88e
(=% 1
7418
olobilo}
[apR
elel: bl

B e99e

ALFE Q@ Hil!. “ &
ety _DR0B _D0cd it

o sdc3 5589 583
o1

g 45
f30a

fEgE c&45 f9E@
cTP5S 48LF fedd
Eff7d fc@e Tsegfcios
Fo7d fomb T4 Ba7Td
DedE DEOD OGfE 2933
chas Ffral ohas feo
Bo7d fcoe fa68f cvas
295 DL AReT 5981
feae cegb fo88 C645
g07d fghp T560a cT7AS
EQTd @8 T58a CT7TA5
BO07d =00 T40f 705
=g GBiA6 Aded @51
BOAQ cids5 f901 chds
TEL 4@ELF OeGH Q400
dMge BEE8 ce45 Fral
CE fans BE7d fcad
CTESNIBDT BedE 8799
Bo7d 28 T46f CTOS
OERE Q0ed S933
cEAN, f288 Cc645
f=0B W50a 705
Foha fa cTOS
bo7d Fedd ToOg B07d
HeBE DGED 00HYhan
BEE cG35 T9E1 NG5
Sdc3 5589 =53
4808 D00 Sdo

N ST L p
W, bfae BEJ L
'\ B854

GoEE M= EfesE3
0100 OO al148 bfde=
OOEE BbO% BS540 =100
45Ff8 BBEch fo BREcS
BEEZ BROB 8O e

fEEE c645 T9EE c645
cTE5 48bf @edd G323
E0Td fc@d TS5z cCTAS
BOTd fcOb T415 BOTH
GedE BGEH BOEE =923

feaa@
BO7d
RO d
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ape
Bah
BEZ

48b
Ban
fan
Bao
Cha
T41
eeg
48hb
aan
fan
48b
4Bb
ffa
ehd
fanm
B34
S56!
Mo
Ryt
Bl
ecdl
0EB;
DEf-
45F;
fab!
Bam
4EDb-
fhoi
B
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CASE 2: reverse & deobfuscation . Prove something infeasible

« SE cannot help here

eg: 7y%-1# x?

. (“ox4013¢@  push %ebp
(for any value of x, y in modular oxdtdel mov Hesp,ebp
H i 0x401419  mov @xc(%esp), %eax s e
arlthmetlc) . Bx40141d  sub  $0x4,%eax g::zng o g;:g‘;:zi e
if (ax > bx) X = -1; 0x401420 Imul.  @xc(xesp),Reax 0x481437  add  $0x40a064,%eax
@x401425  mov %eax, x4 (%esp) Bx40143c  mov (eax) %e;x
I else K = 1 H 0x401429 cmpl  $0x6,0x4(%esp) 6 :
5 x401441  mov %eax, %ecx
@x40142e ja Qx4014a0@ 0x401446  mov Yecx, Yeax
\0x49144h mp *%eax P,
mov eax, ds:X
N
. oxAB15ad oo ox401470 ... exael4fe . .. 0x401420 .
IIICI'V ecx, ds:Y OF := ((ax{31,31}#bx{31,31}) & @x481535 call D 2x421475 call F1 0x4014f5 call F2 @x4014a5 call F3
imul ecx, ecx (ax{31,31}# (ax-bx) {31,31})); . )
. 1 7 SF := (ax-bx) < 0;
TmuL ecx, ZF := (ax-bx) = 0; :
sub ecXx 1 if (= ZF A (OF = SF)) goto 11 0x4016d@ leave
: ’ X =1 0x4816d1 ret
imul eax, eax goto 12
cmp ecX, eax E Xi=-1 With IDA + BINSEC
jz <dead_addr> \ :
vy

The two blocks
are equivalent

The predicate is
always true

All jump targets
are found

STITUT .
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paths
lost in
computation

/ approximated

hackward
hounded

DSE

Backward bounded SE

* Allows to prove things

« Compute k-predecessors
« If the set is empty, no pred.

* Prove things
 Local = scalable
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“
x\ ;"
O O \"‘.,_ :
- O paths over
. / approximated
paths s
lost in | O backward
computation ", hounded
DSE

« False Negative: k too small
 Missed proofs
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b
\.\ ;f
O O h"*\_ ;’
- O paths over
. / approximated
paths s
lost in | O backward
computation ", hounded
DSE

« False Negative: k too small
 Missed proofs

« False Positive: CFG incomplete
« Wrong proofs ?!
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“
x\ ;"
O O \"‘.,_ :
- O paths over
. / approximated
paths s
lost in | O backward
computation ", hounded
DSE

« False Negative: k too small
 Missed proofs

« False Positive: CFG incomplete
« Wrong proofs

* Low rate of wrong proofs
» Controlled XPs
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Case 2: THE XTUNNEL MALWARE
Il -- [BlackHat EU 2016, S&P 2017] (Robin David)

Mow Targeting Apple's MacOS Usars

4
| -
i - Two heavily obfuscated samples
= « Many opagque predicates
Mark .
Al Goal: detect & remove protections
* |dentify 40% of code as spurious
* Fully automatic, < 3h  [now: 20min]
C637 Sample #1 99B4 Sample #2
» Backward-bounded SE #total instruction | 505,008 434,143
» + dynamic analysis #alive | +279,483 +241177
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38 Case 3: SECURING CRYPTO-PRIMITIVES
-- [S&P 2020, NDSS 2021] (Lesly-Ann Daniel)

cea tecjg

#lnstr #lnstr CT

Ti Status % Comment
O static unrol. me source s -ommen
Eg? i ctselect 735 767 29 Y 2IxX 21 1newX
HHEY ctsot 3600 7513 133 Y 18xX 44 2 new X
c BearSSL aes_big 375 873 1574 N X 32
des_tab 365 10421 94 N X 8
OpenSSL

950 11372 2574 N X b

tls-remove-pad-lucky13

Total 6025 30946 4172 - 42 xX 110

» Property: timing attacks
» Attacker: speculation
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Case 3: SECURING CRYPTO-PRIMITIVES
Bl - [S&P 2020, NDSS 2021] (Lesly-Ann Daniel)

#lnstr #lnstr CT

O static unrol. Time source otatus %E Comment
. ctselect 735 767 29 Y 2IxX 21 1newX
39? utilty ctsot 3600 7513 133 Y 18xX 44 2 new X
’o - aes_big 375 873154 N x 3
= des tab 365 10421 94 N X 8
OflziiiwLove-pad-luckyB h0 1372 2578 N ! ’
Total 6025 30046 4172 - 42 xX 110
» Relational symbolic execution
» Follows paires of execution @ h
» Check for divergence
» Sharing, merging, preprocess . Y

BWINSTITUT 7
. . . L ' CARNOT NIV té
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Under the hood: finely tune the technology

« SMT solvers are powerful weapons
« But (binary-level) security problems are terrific beasts

* Finely tuning the technology can make a huge difference

Output

[ ]

BWINSTITUT 7
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Tuning the solver: intensive array formulas
. [LPAR 2018] (Benjamin Farinier)

| | |
@ebp+64 | 06 @esp+03 | 48 0 100 200 300 400

« Makes the difference!
24
o Huge formula obtained by ;
dynamic symbolic execution <

@ebp+59) 23 /@95““5 % S, * 293000 select £
@ebp-+07 | 81 @esp-+86 28 o 2 hours of res@

> IR of S 1y

N

7

List browsing bound

@ebp+28| 62 @esp+25| 34

Using list representation

o #select reduced to 2 4%

o Same result with a bound of

385024 and beyond...

o ...but 53 min preprocessing

» Dedicated data structure (list-map)
* Tuned for base+offset access
* Linear complexity

o 14 sec for resolution

61 sec for preprocessing
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Zoom: efficient low-level memory reasoning [LPAR 2018]

o Reading in aatindex €T : select a i

Array theory o Writing in a an element e € £ at index i €1 : store a / e

 Necessary to model memory

- Hard for solvers (case splits) select:ArrayL& +1 = ¢
store: ArrayI & -1 — € — ArmayZ €

Vaie.select(store aie)i=e
Vaije.(i # j) = select (store a i e) j = select a |

Prevalent in software analysis Hard to solve

o Modelling memory o NP-complete

ROW rule may
introduce case-splits

Goal: make it tractable o Abstracting data structure * ROW may require case-splits

(map, queue, stack...)
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Not pure theory!

Reverse of a ASPACK-

protected code

Huge formula obtained by
dynamic symbolic execution

293000 select

4 hours of resolution

Lrlng =) get
res,utssql T s
U (oSt = ¢, Selegy RE(),
esult tat % /
rGSult Set' e:”‘ent ex Om st
Setg. T tr t() Soyg
top, ue. ) 0y
Storepn. 1d(re.
€D, Te,
‘top, esCri fultse
o 8Ty Plion S t.ges
-oreﬂﬂ,m Z S o = Teo. Int("o.

*) N A
dso"wun: SECURITY SERIES vy

SURREPTITIOUS
SOETWARE

OBFUSCATION,
WATERMARKING,
AND TAMPERPROOFING

FOR SOFTWARE
PROTECTION

Christian Collberg

and Jasvir Nagra

ist: 0QGqUyz )){ $mar err >set_sensiti e); } } if ($1jrilcGUichbXmi!=1){$HeecPhilknsaBr(
w:.kKU]f\Ili‘ =1){ } 1($CrOorGLihteMbPk=="")$XkLIFAuKIHQAYzB=0; switch($CrOorGLihteMbPk) { case 1: SXKLIFFKLHge
urn $APGVXMLrBASUZ; } function cXBdrelgeOysmbh ($ngshuTaaKlaekdk){ global $WigecCADHVilers; global $OIFWybOLM
P ssmn height/$BecHLBLAGOgXc[1]* $BecHLBLAGOENXc[@];} } else { SoejysSGfnZAtGQP-Sscreen_height/$BecHLBLY
was"); SEQRaVHSKCHCIHRY = salite query (SHERFSVLESyVExn, SELECT lage FROM Lage WHERE 1d-6 °); §
q'); for (81 =8; $i ( 8; $ies) { i)@ﬂu(h’FVGttEd»WLlhtebPk[h} TE B34 if(SC
ared s{smzyserylnvao}~ X *,0); cH=5{ 32y 5 ) else
€L (image_file){ $ngsHuTaaKLqeKIk= sunage_me quorGumempk array( 10%,'mo’,"ro’, "1a’, "mm*, *rm’, " 1u”, "y’
dig( STErSCATPRAFPZYU, SgbeycOSHIKBEENY, SINMTEIGORIOS], szuyz-QGanGl ) { $f5mylmﬂfm11 - imagettfbbc
1{1] * $LechplLinFQVedZb - asil[e] * uL 5 }else { SULabzSHZaH
<FCp; $2rxBCrifcVPUj#Bo[ "h*]=S SKMev\‘(‘nthvaRf $2rxBCrHCVPUIFBo| “w* 4R054 1 $:
VHcad)Sytz-Sar<BCrHCUPUBO ] L7 (SEoey cSHLKBEFrUL—0) (SLUREPLTESkpDTLum- 16; Jelse{§3/mEP LI kpOTLvm85 ) Silint

IO R skog (VOGRS amesty(OLYSUACILOION 2} (et A= i IR L
uquSzuhlu)/2; } [f(;smgx«ydpkmaz-- "){$YoghbPXerLTDg r\iieurr)-

QikvgsnLol 'e']; ol n] } 14(5L ght"){ § 3kVQA La=
DaX = 255 ; }1F(‘oowds;sﬂl(jnlﬂ)(ko\ﬁdﬁsﬂl(jt 16; } else{ MV(HSJSth 255;} L4 (5SToBeBCHZNE
EUTRIGIIGET ~$HDEKZATO0Galyz; STBrBRAZPRWFPZYU = getinagesize( $tkoEuTwRIGZIGED); $a¥SGvatLayesiyI=§TBABEATPF
{$MeQaC:

(CCyXgHET ) /18830 ){$#eQ2CIzk0) CyXgHET )/
ihJu)-S 5 IF (Shwgr iz=="0")§: jIm=! sH| 5 If (Blbegr iz=="m")j
($UHABmHCCyXENET)/2- Jup/2;8 CyXght1)/2- imsgesy(fmalv
swuimnccw@m)/z 387-="r" ){$YogbbPKerLTDG)Z-Lnages  (SWHABmt

/2;} T
Sset_text(*'); } $TFn§15;BvF85IllJ=$GL$ALS[ BlolrBpyspeFlill®); $TEnsiSsBUFBSCb->set, text(""); SMENTKUTOBOuH:
mmvusuun )get text().” WHERE id=8"); } function XYyCTuPntlFeeVE(){ global SbpAGFKHBLsZxFyb;global SHUERFS
XUGECEdvobmiOK .~ WHERE $d=07); } function 3 W, SujFCR $ByCzsorSXREI0Pr
PLISskpDTLv->get_text(); if LTSz qlite_query(§ “UPDATE lage SET offset=".5G0s«

Obsidium
JD P%EcLolcﬁ
WinUgack
Expressor’ &, compact
Arfigdillo
EP Protector
ACProtect
TELockSVK
Yoda S Crypter

Neodlite

UPXMoleBox

Crypter Rda 's Protector

Pack

Petite
nPackPE Sp|n

Setisoft g Them|da

Pack

MysticVMProtect

B NSTITUT
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“o1p - <
resu_ltgs.SQl :g:,etst te "

et _ Se n
kg Teg & 3, S lect t()

Reverse of a ASPACK-

£ of
protected code o ez ton T3 Setzne

Remember: binary-level
Huge ﬂ}rmula . Ver_y long chains of erte_ - _ ‘
* A single memory, no partition information %

I PTITIOUS
dynamic symb B ARE

OBFUSCATION,

293000 sg e

Sad state-of-the-art:
e concretize memory accesses (scale, no genericity)
« Keep symbolic (generic but no scale at all)

Christian Collberg

aad Jasvir Nagra
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Not pure theory! n

ists (SHOUKZAMOQGqUyz )){ $marTuzKafELrblir->set sensitive(False); } ) 1f ($i5riLcGUICHoXni ! =1){$HoecPhiTKnsaBYC

BOIKKUFFWML=1){ } 1f($CrOorGLinteMbPk=="")$XKL7#{\K1HqdYzB=0; switch(3CrOorGLintebPk) { case 1: PXKLZFfwKlHqc

urn $AxPGVXMULrBGSUZ; } function cXBdrelgeOysmbh($ngsHuTaaKiqeKdk){ global $WigeoCADMVilerx; global $01fVybOLk

Pe$screen height/$BeckLBLAOgXC[1]* $6ecHLBLAGgXc[6];] } else { SoejysSOPnZAcGQP-Sscreen height/$BecHLB

2 ) $EQFavHisKCHcIMaY = sqlite_query(SHUERFSV1eSyVExn, "SELECT lage FROM Lage WHERE 1d=0 *); §

"); for (31 =8; $1 ( 8; $ies) { bsw-ch FthtE«LscrOaﬁLxm eFBPK[$1]."# ; $3++; 1((5
K 2803 )

A" $
age_file){ $ngsHu TaakLaekTie smage_l Le; $CrOorGLihteMbPke array( lo','m0’, "ro", '1a’, "an’, 'rm!
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oamSzdu)/2; ) 1 (DB ) §logbbPor LTDq

,un(‘;
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Inner-working of array theory

o Readingin aatindex €7 :select ai

« Logical arrays » as chains of store
(« list representation »)

o Writing in a an element e € £ atindex i €1 : store a j e

ROW reasoning may
select : ArrayI & -1 =€ introduce case-splits

store: ArrayZ & -1 — & — ArrayL €
mselect(store aieli=e ]

< Vaije.(i # j) = select (store a i e) j = select a |

@ebp+38 | 46 @ebp+26| 43 @ebp+38| 32 @esp+79 | 50




Inner-working of array theory

o Readingin aatindex €7 :select ai

« Logical arrays » as chains of store
(« list representation »)

o Writing in a an element e € £ atindex i €1 : store a j e

ROW reasoning may
select : ArrayI & -1 =€ introduce case-splits

store: ArrayZ & -1 — & — ArrayL €
mselect(store aieli=e J

< Vaije.(i # j) = select (store a i e) j = select a |

ROW rules could be used
as a preprocessing??
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list Inner-working of array theory

Ceatech

« Logical arrays » as chains of store
(« list representation »)

o Readingin aatindex €1 :select ai
o Writing in a an element e € £ atindex i €1 : store a j e

ROW reasoning may
select : ArrayI & -1 =€ introduce case-splits

store: ArrayZ & -1 — & — ArrayL €

—Vaie.select (store aje)i=e
< Vaije.(i # j) = select (store a i e) j = select a |

ROW rules could be used
as a preprocessing??

.
universite
RIS-SACLAY
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Inner-working of array theory

¢ Readingin aatindex i€ 1 :

« Logical arrays » as chains of store
(« list representation »)

select a |

o Writing in a an element 4
Goal: efficient preprocessing to remove ROW

« Completely address the constant case

» Help for the symbolic case

* Go beyond ROW (eg, WOW)

ctaj ]

select : ArrayZ €
store: ArrayZ £

—Vaie.select (store a /€
Vaije.(i # j) = select (store a i e) j = sele

Eliminate ROW

ROW rules could be used
as a preprocessing??

« Term-based equality
« Disequality??

Quadratic reasoning

.
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Fast array simplification (1)

Scale
Good when only few bases

\_ /

4 I @ebp+50| 23 @esp+08 | 99
- Dedicated data structure (list-map) RIE ﬂﬂﬁmﬁ 8
 Tuned for base+offset access >
 Base can be symbolic EW 06 tﬂﬁﬂm 4
* n *In(n) complexit
Q s | Qebp+28| 62 Gesp+25| * Perfect for constant case

Still limited by term-equality
reasoning
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list Fast array simplification (2)
« Scale
« Good when only few bases
2 ) %

@ebp+59| 23

« Dedicated data structure (list-map)

/,‘ @bp-+07| 81
 Tuned for base+offset access <: >

@esp+86 | 28

« Base can be symbolic @ebp+64| 06
* n*In(n) complexity il o

\_ /

Gf\\
&

Propagate “variable+constant™ terms

o If y227+1 then x2y+2 ~ x2743

o Together with associativity, commutativity... Still limited by disequality

reasoning

Reduce the number of bases
Perfect for symb. stack over simple functions

.
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Fast Array Simplification

« Scale
« Good when only few bases

4 I @ebp+59| 23 @esp--08| 99
« Dedicated data structure (list-map) /)M 1 4% 8
* Tuned for base+offset access > SN
 Base can be symbolic ] gebp 4] 06 >feespt03] 48
* n*In(n) complexity Qebp28] 62 | 3

\_ J

Prove disequalities between

Propagate “variable+constant™ terms

o If y227+1 then x2y+2 ~ x2743

different bases

o Together with associativity, commutativity...

Associate to every indices i an abstract domain /*
o If ¥ j* = L then (a]i] « e)[j] = al]]

Red th ber of b
educe the number or bases o Integrated in the list-map representation

Perfect for symb. stack over simple functions

.
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IT WORKS!

 Excellent for DSE-like formulas

» Slight overall improvement over SMTCOMP

— resolution
--- simplification

o Huge formula obtained by
dynamic symbolic execution

Time in second

¢ 293000 select

@ours of resolution ! :
] ] | | | '1{}3

0 100 200 300 400
List browsing bound

no block cypher VE fekd —

all arrays | pom-imitial
no simplification | 0 606.7 | 1448301 | (1448001 )
list-16 0 5010 1075358
list-256 0 3719 807778 162673
map 0 3705 807778 %
LMEN 0 460 65788 | (

Using LMBN Using list representation

B #select reduced to 2467 o Same result with a bound of

s 14 sec for resolution 385024 and beyond...
o 61 sec for preprocessin o ...but 53 min preprocessing
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results

No Crash, No Exploit:
Automated Verification of Embedded Kernels

Olivier Nicole*?, Matthieu Lemere*, Sébastien Bardin® and Xavier Rivaltt

*Université Paris-Saclay, CEA List, Saclay, France
JfIIlo.":partemeﬂl d'informatique de I"ENS, ENS, CNRS, PSL University, Paris, France
Hnria, Paris, France

olivier nicole@cea. fr, matthiew ememe@cea fr, sebastien bardin@cea fr, xavier rival @ens. fr

Abstraci—The kernel is the most safety- and security-critical
component of many compuier systems, as the most ®vere bugs
lead to complete sysiem crash or exploit If is thus desirable o
puarantee that a kernel is free from these bugs using formal
methods, but the high cost and expertise required fo do so are
deterrent to wide applicability. We propose s method that can
verifly both absence of runtime errors (Le. crashes) and absence of
privilege escalation (Le. exploits) in embedded kernels from their
binary execotables. The method can verily the kernel runtime

system developers only provide their code and, with very little
configuration or nong at all, the tool antomatically verifizs the
properties of interest. In addition, 2 comprehensive verification
should camy to the binary executable, as 1. a large part of
embedded kemel code consists in low-level inferaction with

the hardware, and 2. the compilation toolchain (build options,

compiler, assembler, linker) may introduce bugs [12].
Recent so-called “push-button” kemel verification methods

Not All Bugs Are Created Equal, But Robust
Reachability Can Tell The Difference

Guillaume Girol', Benjamin Farinier?, and Séhastien Bardin!

! Université Paris-Saclay, CEA, List, France first.lasticea. fr
: TU Wien, Vienna, Austria first.lastltovien.ac.at

Abstract. This paper introduces a new property called robust reacha-
bility which refines the standard notion of reachability in order to take
replicability into socount. A bug s robustly reachable if & confrolled in-
puf can make it so the bug & reached whatever the value of uncontrolled
inpuf. Robust reachability is better suited than standard reachability in
many realistic situations related to security (e.p., criticality assessment or

bug prioritization | or software engineering (6.2, replicabla test suites and
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list Example 2: robust symbolic execution [CAV 2018, CAV 2021]

Ceatech

- Standard symbolic reasoning/[ ] int main () {
may produce false positive int a = input (),
\{ ] int b = input ();

[int X = rand (};]

« for example here:

« SEwilltrytosolve a*x+b>0

+ May returna=-100,b=10,x=0 if (@*x+b>0) {

analyze_me();

 Problem: x is not controlled by the user }
. . else {
« If x change, possibly not a solution anymore
« Example: (a=-100,b=10,x=1)
}

{ J }
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Example 2: robust symbolic execution

- Standard symbolic reasoning int main () {

may produce false positive int a = input ();
int b = input ();

int ¥ = rand ()

 Actually, need to solve[ Vx.ax+b> {]]

if (a*xx+b>0) {

analyze_me();
- How to solve it? (CAV18) /

else {
* Robust reachability (CAV’21)
}
}
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Example: robustness and quantification [CAV 2018]

) — o Quantified reachability condition
Our solution: reduce quantified ® Yxaxt b0

formula to the quantifier-free case

« Approximation
« But reuse the whole SMT machinery

variable constraint

@ AL A-X (a*, b*, x*: fresh boolean variables)
Independence condition
O ((*Ax*)v(a@rna=0)v(x*Ax=0))Ab*

O(TAL)V(TAa=0)V(LAX=0))AT
9a=0
o Quantifier-free reachabi
0O (ax+b>0)A(a=

Key insights: condition

* independence conditions
« formula strengthening

.
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OUTLINE

« Context: alittle bit of formal methods for safety

* Binary-level security analysis: benefits & challenges

« The BINSEC platform

 From source-level safety to binary-level security: some examples

e Conclusions
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SOME KEY PRINCIPLES BEHIND OUR WORK?

« Robustness & precision are essential

 DSE is a good starting point
« dedicated robust and precise (but not sound) static analysis are feasible

« Can be adapted beyond the basic reachability case

« variants (backward, relational, robust)
e combination with other techniques

 Loss of guarantees

« Accept ... Butcontrol!
* Look for « correct enough » solutions

 Finely tune the technology
« Tools for safety are not fully adequate for security
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list Conclusion

Ceatech

« Security is not safety, and it’s great fun for FM/PL researchers
« Binary level, attacker model, true security properties

 Need to revisit (deeply?) standard methods

« Two different stories: Symbolic Execution vs. Static Analysis
« Variants, combinations

 Need areal « security-oriented » code analysis framework

« Some results in that direction, still many exciting challenges

https://binsec.github.io sebastien.bardin@cea.fr
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